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Abstract
A sensor network is a special type of networke Timique characteristics of Wireless Sensor Netsvork

separate them from the legacy communication netsvolkost of the WSN’s routing protocols are easy and
straightforward & because of this reason they all@eerable to attacks. The Distributed Denial ofv8=r attack is
considered particularly as it targets the enerdjgient protocols that are unique to wireless semstworks. So we
start by considering such characteristics of thevokk and giving their impact on the security oé thetwork. The
Zigbee model provided in OPNET 16 is suitable fovdelling WSNs. The main objective of this paperds
evaluate the impact of DDoS attacks on the perfagea of Wireless Sensor Networks by using the OPNET
modeller. The effects of DDoS attacks on the pentorce of WSNs are considered to critically anathsse issues.
The result presented in this paper can be of dgnefi for optimization studies in Wireless Sensontvidek

environments under DDoS attacks.

Keywords: DDoS attack, Zigbee nodes, OPNET, Wazlgensor Network, MAC protocol.

Introduction

Confidentiality of data can simply be explained
as prevention of the untrusted third party fromessing
the secure data. Data integrity ensures that regitagks
are prevented and the data is not modified and
availability ensures that legitimate users can s&ce
services, data and network resources when requested
With the recent advances in modern communication
systems, wireless networks are expected to provide
communication with confidentiality, data integritgnd
availability of service to the user. As wirelesssa
networks continue to grow due to the fact that they
potentially low cost and effective, the need fdieefive
security mechanisms also grow.

The WSN characteristics include, power they
can store, node failures, their ability to cope,d&o
mobility, heterogeneity and scalability of nodesdan
ability to cope under harsh environmental condgion
These basic characteristics of a WSN make them
vulnerable to Denial of Service attacks. Diffidedt
encountered to secure the wireless medium are #ie m
disadvantage for all wireless devices. The netweak
be jammed, unauthentic data can be transmittecoand/
traffic can be overheard by any adversary in thdiora
range. Physical tampering of sensors and their
destruction in case they are deployed in unsecareds
is also possible. Because of the vulnerable strectd
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WSNs and the nature of DoS attacks it may be ditfic

to distinguish between an attack and a networlkrfail

We present a survey of attacks on WSN, discusstabou
the various DoS attacks, and the impact of DoShen t
performance of the system. The simulation resultsis
that the impact of DoS attacks on performance oNWS
can be more severe, if carried out on coordinator o
router, instead of just targeting the end devidgg.
preventing a single device from sending traffic by
preventing the communication between the network,
DoS attacks target availability of services to theers

[1]. Nodes of wireless sensors can be consideredta#
computers, very basic in terms of interfaces arel th
components involved. They usually consist of a tiahi
processing capability and memory, sensors, a radio
transceiver as a communication device and a limited
power source such as a battery.

WSN Working Principle

Wireless sensor networks consist of clusters of
devices using sensor technologies deployed in eifgpe
area. They communicate data wirelessly to a central
system. Sensor networks continuously monitor the
physical, chemical processes or magnetic properties
using the existing communications infrastructure.

A software layer for processing and data
management allows building industrial, government o
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military applications. Wireless sensor networkseuobsn
emerging technologies such as wireless communitatio
technologies, information technology, semicondustor
MEMS, microsystems technology and embedded micro-
sensors. Wireless sensor networks have the pdtentia
revolutionize telecommunications in a way similar t
what we call the Internet of things by offering adev
range of different applications some of which remtai

be discovered. Sensor networks have a huge pdtéortia
applications in various fields, including:

Environment and health: ocean temperature,
collecting information on patients' conditions.

Management of critical industrial areas: monitoring
of oil containers, checking the concentration of
chemicals and gases.

Warehouse management and supply chain
monitoring and historical states of the goods \liti
conditions of critical conservation.

Military applications: surveillance and recognition

A wireless sensor network consists of many tiny
sensor nodes, each equipped with a radio transceive
microprocessor and a number of sensors. These nodes
are capable of independently forming a networkublo
which sensor readings can be propagated. Eachhaxle
an autonomous processing capacity, data can be
processed as they pass through the network.

Given the limitations of the equipment and the [tals
environment and levels of high demands with whiod t
nodes must operate, algorithms and protocols mest b
designed to provide strong and efficient energy
consumption. The design of the physical layer and
communication technologies and the information ogdi

still represent significant challenges for this new
technology.
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Figure 1. Simple WSN ar chitecture
Impact of DDoS Attacks on WSN
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In the era of fast-growing cyber-activism, DDoS
attacks are the preferred weapon of mass disruption
rendering legacy DDoS attack solutions obsoletenilé&V
the common practice of organizations is to relyD@oS
attack detection from their service provider, tleeent
wave of attacks in 2011-2012 demonstrates thatksta
bypass the service provider and target businessitesb
directly.

Companies that depend on ‘one-size-fits-all' in-
the-cloud managed security, or on-premise security
solutions alone, cannot withstand these sophisicat
assaults. To effectively stop DDoS attacks, a recu
network architecture that combines in-the-cloud BDo
attack detection as well as on-premise DDoS defense
necessary.

In wireless sensor networks, the wireless nature
of the communication media, accompanied by thetdichi
energy resources of sensor nodes, differentiates
distributed denial of service attack modeling and
detection in them. The adversary class monitordltve
of traffic in the network and labels the more aetiv
nodes, in terms of transmitting and receiving data
packets, as critical nodes, which need to be tadges
part of the distributed denial of service attacke Veéfer
to all such critical nodes as target or victim rad€he
distributed denial of service attack is launched thy
adversarial nodes toward these critical sensor 1&rden
multiple ends of the network. The purpose of such
attacks is to deplete the limited energy resources.

If the sensor network encounters DDoS attacks,
the attack gradually reduces the functionality a&il a&s
the overall performance of the wireless sensor oftw
Projected use of sensor networks in sensitive aitidat
applications makes the prospect of DDoS attacks eve
more alarming. The 3 basic mode of attack are:

I Consumption of limited or scares resources

(network bandwidth, memory).

. Alteration or destruction of configuration
information.
Il. Physical destruction of network components.

The devices which can partially or entirely
disrupt a nodes signal by increasing the power tsglec
density are jammers. Parameters such as signabttre
location and type of jammer have great influencehen
performance of the network. Another physical layer
attacks include node tampering. It is not very etsy
completely prevent destruction of nodes; however
camouflaging and redundant nodes can mitigate this
threat.

Routing disruptions can lean to DoS attacks in
multihop sensor networks. They include spoofing,
replaying etc. Antireplay and authentication okliayer
can prevent such attacks effectively. Hello message
broadcasted by some nodes to announce themselves to
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their neighbours. So a node receiving such a messag
assumes that it is within the sender’s radio range.
However, sometimes a laptop class attacker brotidgas
routing information with higher transmission power
could convince other nodes in the network that the
attacker is its neighbour. Protocols depending on
localized information exchange between neighbouring
nodes for flow control are affected by Hello floatiack.
Denial of sleep attack causes the transmitter toane
awake for long intervals where it was not suppoted
The radio receiver consumes a lot of energy on & mo
and an attack will drain as much energy so as itagbr
down the wireless network. Packet authentication ca
prevent this attack. Continuously resetting theeple
timers, link layer authentication and anti-replaypgort
can protect from denial of sleep attack.

DDoS attacks in Wireless Sensor Networks can be
represented in OPNET. The main aim of the paper is
intended for the modelling of DDoS attacks in W3l a
the simulation.

The OPNET ZIGBEE M odel

The Zigbee model provided in OPNET 16 is
suitable for modelling wireless sensor networkgbge
model suite in OPNET includes a discrete event
simulation model, which allows the users to analyse
performance in Zigbee WPANSs. This includes a model
of IEEE 802.15.4 MAC protocol. The designed system
consists of three types of wireless sensor Zighekes, a
coordinator, a router and an end device (sensimtg)o
The simulation model implements MAC and physical
layers as defined in IEEE standards. Due to theracy
and its sophisticated graphical user interface GR&ET
modeller has been chosen for simulation. The Zigbee
model consists of following components:

Zigbee coordinator: It forms the root of the
network tree and might bridge the other networkesi
capable among the three type of Zighee deviceseTike
only one Zighee coordinator in each network as ithie
device that started the network originally. It cstore
information about the network, including acting tag
trust centre and repository for security keys.

Zigbee Router: It is a simple router that passes
on the data from other devices. It keeps a routitide
and controls allocation/de-allocation of local asfdr for
its allocated Zigbee end devices.

Zighee End device: Contains just enough
functionality to communicate with the parent nodis.
cannot route data from other devices. This allotes t
node to be asleep for a longer period of time agwch
long battery life.

When the simulation scenario of the study is cosrgd,
the objectives are:
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ZigBee ZigBee ZigBee ZigBee Information
Coordinator Router End Device Coordinator/ Flow
Gateway

(optional)

Figure 2. A ssimple Zigbee network

The simulation model considered here has a tree
topology where the communication takes place betwee
the nodes coordinator, a router and the end dekliaeh
of the operating devices has a unique addresstrafiie
source generates the application data. This databea
generated either by the Personal Area Network
coordinator or by the end device.

Each Zigbee node is powered with two AA
batteries which should be sufficient for long inedrof
uninterrupted operation. Traffic by the attackes baen
created using the traffic centre in OPNET modeller.
Different data rates and different types of datare
employed to represent a DoS attack. Various traffic
parameters can be set as according to the requiteme
Every simulation scenario is considered to represen
typical attack and observe the consequences. The
simulation time is set to 10 hours for every runake
sure that the simulation reaches to steady state an
average value converges.

WSN Performance Evaluation

In order to evaluate the performance of the
Wireless sensor networks, and to analyse the impfct
the DoS attack, we need to measure the performance
metrics of the network. The WSN is modelled by gsin
Zigbee nodes in OPNET for analysis in details. 8ces
of DoS attack on the zigbee router, zigbee cootdina
and zighee end device have been modelled withtdeita
parameters. Simulation results have been illustrébe
performance measures such as throughput, andctraffi
sent in the nodes. The results are compared faousar
cases of DoS attacks and normal scenario. Our a&tdnd
scenario for all the experiments contains the foithg
parameters:
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I At first 10 Zigbee end device have been
considered depending on the conditions set to
obtain the desired results.

. One Zigbee router is used as a router gateway,
to connect the Zigbee coordinator and the end
devices.

[l. A Zigbee coordinator forms the root of the
network tree and bridge with the other
networks. It stores information about the
network, including the acting trust centre and
repository for security keys.

V. The traffic in the network can be set as per the
requirements. Destination of the traffic is set to
end device, via router. Packet size and inter
arrival times are varied accordingly.

attack on router
9200 -
560 load bits/sec
9000
8900

8800

load
8700 -

8600
8500 -

attackers traffic (bits/sec)
8400

6100 6200 6300 6400 6500 6600

Figure 3. Average L oad vs. Average Traffic of attacker
during attack on router.

In figure 3, the impact of the load on the
network due to attacker’s traffic is shown, whitette is
an attack on the router. The Denial of Servicechtan
the router, affects the performance of the overativork
severely. The attack mainly degrades the performanc
due to the over load of traffic, as shown in thypife 4.
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Figure 4. Average Packets dropped during no attack and
DoS attack on router.
Figure 4, clearly shows that in a span of 10
hours, the number of packets dropped in DoS atisck
nearly 1200 packets as compared to merely a 10¢ets=ac
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during the period with no attacks. This is a siigaift
gap to evaluate the performance of the networkaith b
the cases. The reason for the significant diffeeendoss
of packets is the faulty traffic of the attacker ighh
reduces the performance drastically and overlohds t
network. As the attacker overloads the network the
legitimate users are not able to use the resources
available.

In figure 5, the impact of load on the network
due to traffic introduced by attacker is shown.sTtine
the attack is on the coordinator. Due to the Denbifal
Service attack on the coordinator, there is a degact
which degrades the performance significantly duéhéo
over load of traffic, as shown in the graph. Thaddn
case of attack on coordinator is higher i.e. (27500
bits/sec) compared to the load in case of an attack
router i.e. (9100 bits/sec) and attack on end devic
Hence, the simulation results show that the impuct
DoS attacks on performance of WSN can be more
severe, if carried out on coordinator, instead wdt
targeting the router or end devices. In case ohttack,
as shown in figure 8, the load on the network iscimu
lower compared to all the other case of attacks.

27800 attack on coordinator

27600 -
load

27400 bits/sec

27200
27000
26800

26600

load
26400
26200 -
26000

attacker traffic bits/sec
25800 -+ T T T
19400 19600 19800 20000 20200 20400 20600 20800

Figure 5. Average L oad vs. Average Traffic of attacker
during attack on coordinator.

Conclusion

The scenarios considered are mainly taken from
the literature. The simulation results show tha¢ th
impact of Denial of Service attacks on performante
WSN can become quite significant. In case theranis
attack on the coordinator, node the performance
degradation is more severe. This is mainly bec#se
other nodes cannot access to relevant informatgad u
for routing which is available in the coordinatarde. A
simulation study of a Wireless Sensor Network has
analysed the effects of various kind of attackse Th
scenarios considered are no attack, attack on
coordinator, attack on router and attack on the end
devices.
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The simulation tool OPNET 16.0 is used
effectively for detailed analysis. The effects bétDoS
attack targeting the router node is also quite iSggmt,
but routing related computations can be conducted i
coordinator node in case the gateway node is
overwhelmed. In case of attacks on end devices the
overall network is not affected as severely asdhes
mentioned above.

It is desirable to further extend these studies in
order to analyse the effects of DoS on energy edlat
policies. Such a study would be essential sinceggne
consumption is very critical for WSNSs.
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